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DRAFT 
WHITE PAPER  

Calling Zoe Services in Third Party  Applications 

(Revised on: Jan 25, 2010) 

 

Overview: 

 

Zoë (or Zoe) is an extension of the 1mage V1A (View 1mages Anywhere) browser 

application that goes beyond the simple display or circulation of documents in several of 

todayôs popular browsers.  Zoë is a web service, running under the Tomcat Apache web 

service engine, developed to assist clients to image enable their business or personal 

software applications.  Zoë can easily and securely retrieve and index documents without 

loading programs on their local PCôs but through web browsers, from IE (Internet 

Explorer), FireFox or Safari.  Programs written in technologies including .Net, Java, 

PHP, and ASP (browser apps) can call the powerful web service and as a result obtain 

documents, from or placed, into the 1MAGE DMS (document management system).  

 
IE display of Application 

 

Image Enabled MS Office: 

 

With the initial release of Zoë, 1MAGE has prepackaged ZoeIndex components as a 

download into MS Office applications, including Word, Excel, Outlook and PowerPoint 

for XP, Vista, MS Office 2003/07.  Zoë as a result of the download plug in automatically 

places the Zoë Index button on the MS Office tool bar that allows users of those 

applications to simply click on the button to index a document directly into the 1MAGE 

DMS.   

 

At the start up Zoë will perform log in and password authentication to make sure that the 

security of the system is maintained.   Once established the user can save any MS Office 



Zoë and V1A are copyrights of 1mage Software, Inc. 2009 Page 2 
 

originated document directly into the 1MAGE DMS repository, no matter the userôs 

location as it is all done via web services.   

 

Zoë support of Outlook allows the user to either save an emailôs text message or the 

message and any attachments, if applicable, with a single selection of Zoë.  In this mode 

the 1MAGE DMS has been predefined to automate the indexes of the Outlook email to 

further save the user time and to ensure accurate indexing of the email file.  When the 

user retrieves the archived email through V1A, the user can sort and select the emails 

according to any of the index keys; i.e. date and subject using the V1A display list. If the 

predefined index keys are not sufficient an unlimited number of keys maybe created in 

1MAGE DMS to further pinpoint the email desired.  In fact the whole text message can 

be cut and pasted into an index key for future search options; itôs that powerful. 

 
Email to be saved by Zoe 

Beyond MS Office, other Zoë Services:  

 

Zoë goes beyond the task of integration of MS Office applications.  In fact, the reason 

1mage prepackaged Zoë in MS Office was to demonstrate the power of image enabling 

third party technology.  1mage is committed to continue offering more Zoë empowered 

applications.   The same power that is offered by Zoë services in MS Office applications 

can be used by any programmer to embed Zoe into any application that the user chooses 

to image enable.  To assist in becoming Zoë knowledgeable 1mage has put together a 

series of examples for deployment in .Net, Java, PHP and Web applications. 

    

For any user including the SaaS user, Zoë can become extremely powerful, in that it will 

allow anyone anywhere to save documents to the 1MAGE DMS simply by using the 

email capability.  What this means is that any user who has access to a multi-function 

device/printer could email any document and then index them as an email or as the 

attachment into their own archive, simply and very inexpensively.  With the Zoë Inquiry 

app loaded on the users desktop any document previously saved in the archive can be 

accessed. 

 

Specific Technical deployments: 
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There are three services known as Zoë services, with V1A as Zoë server side presentation 

applications. All these (services and V1A) are collectively referred as Zoë server 

components.  

 

All the services are physically inside V1A services folder (Please refer the V1A 

deployment.doc). 

 

All these Zoë services/web services are developed using apache axsis2/JAVA web 

service engine. 

 

We have developed Zoë services as web service so that it can be called from any client 

application developed in any language having support of SOAP based web service calling 

capabilities. 

 

For this release, Zoë services are based on single server oriented architecture. It means all 

the three services along with V1A must be deployed at one server. Multi server support is 

on hold for future releases.   

 

To synchronize communication and avoiding multiple logins for multiple requests from 

different client applications we are using unique token id both at client side and server 

side. 

 

Token management 

 

A client Pc may have several Zoë clients (e.g. right click ñSendToò, office add-in, 

outlook add-in, various inquire clients etc.) which can access one or more Zoë services 

one by one. Zoë server returns a unique token Id to the client app after login 

authentication at first request. Then that client application stores it in a token file for 

further client ï server communications. Now this client or any other client application can 

communicate with any of the Zoë services using this token till the 1MAGE DMS server 

connection timeout occurs or Zoë DMS server getS restarted. Currently 1MAGE DMS 

server connection timeout is 1 hour. It means if no request come to Zoë server for one 

hour the connection will be closed since Zoë server has no alive connection with the 

1MAGE server for 1 hour (1MAGE connection timeout period).  

If connection is closed and client app has made request with old token Zoë server will ask 

client for re-login (Client application produces a dialog for login details to be input incase 

active directory user Id doesnôt exists). User fills the login details and client app sends it 

to concerning service which will authenticate with 1MAGE server; if login is successful 

Zoë Service sends new token to the calling client app. Then client app will flush out the 

previous token value and save this new value back in the token file. Thereafter further 

communication will continue. 

Note:  

There is one token for each client PC not client application. That is 1:1 relationship 

between user PC and Zoë server. All the client applications existing on a particular user 

PC will share the same token. 
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Since there is a file based client side token management feature these services can be 

operable by desktop/thick client/legacy systems but are not useful for web applications 

because web applications can not manage files residing on a local drive without user 

intervention.  Web applications will be included  in a future Zoë release. 
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Encryption/Decryption of Login details  

 

Zoë supports encryption/decryption (DES based symmetric cryptography) of 1MAGE 

Login details (username and password). Client apps can send the login details in 

encrypted form  

And Zoë service will decrypt them before sending for login authentication with 1MAGE 

server. 

However login details encryption/decryption is optional. If client application is designed 

in such a way that it doesnôt want to send encrypted login details it can send them in 

normal textual form to Zoë services. 

There is a new flag named encryption flag is added in all requests. The possible values 

are 0 or 1. If 0 is sent then the Zoë service will understand that the user credentials are not 
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encrypted and treat them normally. If 1 is passed service will understand that they are 

encrypted and do decryption before sending for further operation. 

Client app encrypts the username and password using symmetric cryptography and then 

encodes it in base-64 encoding to transform in textual form and add in request format. 

 

Using Zoë Inquiry  as a prepackage Solution: 

 

Within the provided ZoeInquiry program, 1mage offers the integrator options to image 

enable a Windows application.  The first option which is the simplest approach is 

discussed in the following paragraphs and the second option allows the integrator to 

create their own implementation.  

 

Using Zoë Inquiry  Program Option #1 
 

For purposes of demonstrating the use of Zoë Inquiry;  a proprietary application system 

was chosen (known as Servman) that uses a unique programming language referred to as 

ñLike C or LCò.  The commands outlined below are coded in that language and 

demonstrates the simplicity of image enabling a ñwindows-basedò program in any 

language be it Visual Basic, C#, Java, etc.  In both examples, the Servman application 

was image enabled with a simple one-line command.  There are two methods to 

retrieve images, one provides for manual input and the second method provides for the 

auto-entry under program control.   

 

Method #1 (Opens Zoë Inquiry  Service Prompt Box To Perform Manual Search) 

To perform an image search in which the user manually enters the ñdocument typesò and 

ñindex key code and key dataò into a prompt pop-up box, execute the following 

command: 

 

runprogram (ñC:\Program Files\1mage Software\ZoeClient\ZoeInquire.exeò); 

 

This command runs the ZoeInquire.exe program from within a ñwindows-basedò 

Servman application.   

 

 

Method #2 RECOMMENDED (Calls Zoë Inquiry  Service To Automatically Search 

For Images. ORD, SVC and WON are variables that are unique to Servman used for 

demonstration purposes.  

 

To perform a search in which Zoe is passed the ñdocument typesò and ñindex key code 

and key dataò to eliminate manual data entry, execute the following command: 

 

runprogram (ñC:\Program Files\1mage Software\ZoeClient\ZoeInquire.exeò + ñ ñ + 

ñORD,SVCò + ñ ñ + ñWON-ñ + ordhdr->order_no); 

 

This command runs the ZoeInquire.exe program from within a ñwindows-basedò 

program.   
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Also included in the command string after the ñ.exeò program are two arguments.  The 

first is the document types ñORD and SVCò separated by a comma.   

 

The second argument is the index key code ñWONò concatenated with a ñdashò and the 

index key data contained in the ServMan filename->fieldname variable (ñordhdr-

>order_noò in this example). 

 

The LC character ñ+ò is the concatenate character and the LC characters ñ->ò should be 

read as identifying a variable as a file name and field name. 

 

1mage recommends the use of the above method #2, to become familiar with the 

processes associated with the ease in image enabling a third party application using the  

Zoë Inquiry prepackaged program.  Once mastered the integrator may want to proceed 

with the services outlined in Option 2 below. 

 

Zoë Service Details for Release 1:  Option 2 

 

Following are details of all three Zoë services:  

 

1. ZoeInquireService ï  

This service is intended for processing 1MAGE inquire requests.  

Web method ï this service consists only one web method named ZoeIndex 

(request) 
Request Format ï Anatomy of request parameter for this service is given below, 

request parameter to ZoeInquire service contains five values separated with 

ZOE.DATA.FM to initiate request to Zoe server. Further, the type codes & key 

data pairs are separated from each other with ZOE.DATA.VM. Multiple type 

codes are separated with ZOE.DATA.SM.  Multiple key data pairs are also 

separated with ZOE.DATA.SM. 

Encrypted (if applicable) username ZOE.DATA.FM  Encrypted (if applicable) 

password ZOE.DATA.FM  token ZOE.DATA.FM  doc types ZOE.DATA.VM  

key~data pairs ZOE.DATA.FM  encryption flag 
 

uYW5zvap5+I= ZOE.DATA.FM  ozd9FRnRSXc= ZOE.DATA.FM  

1250087349724ZOE.DATA.FM MEMOZOE.DATA.SM SUB1ZOE.DATA.V

MFROM~PATZOE.DATA.SM TO~RAJZOE.DATA.FM  1 

 

OR 

 

imageZOE.DATA. FM4tun8ZOE.DATA.FM 1250087349724ZOE.DATA.FM

MEMOZOE.DATA.SM SUB1ZOE.DATA.VM FROM~PATZOE.DATA.SM T

O~RAJZOE.DATA.FM 0 

 

Case-1: when active directory username will be sent to 1MAGE DMS login along 

with other required data to execute a desired search operation without encrypted 

username & password.   
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i.e. username and (Type, key data) 

e.g. - 

imageZOE.DATA.FMZOE.DATA.FMZOE.DATA. FMMEMOZOE.DATA.

VMTO~RAJZOE.DATA.FM 0 

 

Case-2: If username and password both supplied then, 

i.e username, password and (Category, Type, key data)  

e.g. - 

imageZOE.DATA.FM 4tun8ZOE.DATA.FMZOE.DATA.FM MEMOZOE.DA

TA.VM TO~RAJZOE.DATA.FM 0 

 

Case-3: If alive token is supplied, 

i.e. username field=blank , password field=blank , Token and (Type, key data) 

e.g. - 

ZOE.DATA.FMZOE.DATA.FM 1250087349724ZOE.DATA.FM MEMOZOE.

DATA.VM TO~RAJZOE.DATA.FM 0 

 

Case-4: If username and/or password or token is supplied with multiple data, 

i.e. username, password, Token and multiple (Types and key data) 

e.g. - 

imageZOE.DATA.FM 4tun8ZOE.DATA.FM 1250087349724ZOE.DATA.FM

MEMOZOE.DATA.SM SUB1ZOE.DATA.VM FROM~PATZOE.DATA.SM T

O~RAJZOE.DATA.FM 0 

 

Encryption flag: This field is positioned at number fifth in request parameters 

and denote whether username & password have been encrypted or not. If it is 

found to be ñ1ò, then ZOE server proceeds to decrypt them, otherwise not. This 

field has same effect in both Zoe Inquire & Zoe Index services. 

 

Return codes: 

Code: Message 

139: User Name or Password Decryption Error 

140:  Invalid Number of Request Parameters 

141:  Invalid Inquiry Request, Either username or token must be supplied 

142:  Invalid Inquiry business data 

145:  Zoe is busy handling another request. Please Try After sometime. 

138:  Token Not Found 

 

Format of Successful Return List   0|~|Token|~|URL 

First format of Faulty Return list:   Code|~|token|~|Message  
Second format of Faulty Return list: Code|~|Message 
 

Response Model ï  
This release,  service handle responses in three ways as follows: 
 

¶ If 1MAGE server responses against a particular inquire request contains non 

PDF convertible documents then a custom V1A URL will be sent back to the 
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calling client app. Client app must open a browser and run this URL. V1A 

search page (hit list for the supplied keys) will appear directly. 

 
V1A Hit List  

 

¶ If there is only one document of ms-office the 1MAGE repository URL 

address will be sent to client app so that it can be downloaded. 

  

¶ If there are one or more documents and all are convertible to PDF then the 

service will convert all into single PDF using <CPDF> and send the URL of 

repository to client app to download. 

 

1. ZoeFileUploader ï  

This service is used to upload file during indexing process. Actually Zoe indexing 

is carried out with the help of two services ï one for file uploading and one for 

doing other related operations like authentication and 1MAGE server work 

around. This service is responsible to upload the files in a temp directory (using 

MTOM) on the web server. Thereafter second service will initiate V1A with loads 

of required information and V1A indexed that file with specific key information 

to 1MAGE DMS server. 

Web method ï this service have only one web method named attachment. 

Request Format ï since files are uploaded using MTOM support so any MTOM 

enabled client App can send one file at a time using this method. File data must be 

encoded in base-64 encoded. 

Return codes: 

Code: Message 

142: Invalid Filename 

 
Format of Successful Return List   0|~|Filename 
Faulty Return list - err. Code|~|Message 
 

2. ZoeIndexService ï  

This is the second service which is being called by client app only after getting 

the successful return message from up loader service (described above).  
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The successful return message of uploader service will be in 0 |~| filename 

format. Where 0 is the return code for successful uploading and the file name is 

uploaded fileôs name. If it fails it throws an exception which will be handled by 

client app and properly formatted message will be shown to user. 

 

Web methods ï There are two web methods in this service one is for normal 

indexing and other is for outlook add-in indexing (mail indexing). zoeIndex and 

zoeOutLookIndex respectively. All indexing client Apps (except outlook  mail 

indexing add-in/client) will use  zoeIndex. We have separated mail indexing from 

the rest because of its easy maintenance and diverse request parameter. 

 

Request Format for zoeIndex ï Anatomy of request parameter for this service is 

given below, request parameter to zoeIndex contains five values separated with 

ZOE.DATA.FM to initiate request to Zoe server.  

 

UserNameZOE.DATA.FMPasswordZOE.DATA.FMTokenZOE.DATA.FM 

uploaded filenameZOE.DATA.FMEncryption flag 

 

ImageZOE.DATA.FM4tun8ZOE.DATA.FM3443455545ZOE.DATA.FMReadM

e_1256455844.txt ZOE.DATA.FM 0 

 

Return codes: 

Code: Message 

139: User Name or Password Decryption Error 

140:  Invalid Number of Request Parameters 

141:  Invalid Inquiry Request, Either username or token must be supplied 

145:  Zoe is busy handling another request. Please Try After sometime. 

138:  Token Not Found 

 
Format of Successful Return List   0|~|Token|~|URL 
 
First Format of Faulty Return list - err. Code|~|token|~|Message  
Second Format of Faulty Return list - err. Code|~|Message 
 

Request Format for zoeOutLookIndex ï Anatomy of request parameter for this 

service is given below, request parameter to zoeOutLookIndex contains seven 

values separated with ZOE.DATA.FM to initiate request to Zoe server. 

 

UserNameZOE.DATA.FMPasswordZOE.DATA.FMTokenZOE.DATA.FMuploa

ded filenameZOE.DATA.FMEncryption flagZOE.DATA.FM(Detailed) Mail 

DataZOE.DATA.FMmail counter 
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Example: 

ImageZOE.DATA.FM4tun8ZOE.DATA.FM3443455545ZOE.DATA.FMReadM

e_1256455844.msg/zipZOE.DATA.FM0ZOE.DATA.FM (Detailed) Mail Data 

String ZOE.DATA.FM2 

 

Details of Mail Data String: - 

 

From listZOE.DATA.VM To listZOE.DATA.VM Subject 

listZOE.DATA.VM Date listZOE.DATA.VM File name list  

 

From list ï All the ñFrom idsò of selected mails are separated with 

ñZOE.DATA.SMò in sequence of selection of mails. 

To list ï All ñTo idsò of selected mails are separated with ñZOE.DATA.SMò in 

sequence of selection of mails. Also multiple ñTo idsò of a mail will be separated 

by ñ~ò from another. 

            Subject list ï All mails subjects separated by ñZOE.DATA.SMò 

Date list ï All mails dates separated by ñZOE.DATA.SMò. 

File name list ï All mail file names of all selected mails are separated by 

ñZOE.DATA.SMò. 

 

For Example:- 

vaibhav.arya@otssolutions.comZOE.DATA.SMrajneesh.kumar@otssolutions.co

mZOE.DATA.VM rajneesh.kumar@otssolutions.com~rajesh.chaudhry@otssoluti

ons.comZOE.DATA.SMrajesh.chaudhry@otssolutions.com~hemant@otssolution

s.comZOE.DATA.VM [Auto Index Status]ZOE.DATA.SM[Regarding Zoe 

Update]ZOE.DATA.VM 10/16/2009ZOE.DATA.SM10/15/2009ZOE.DATA.V

M filename1withtokenZOE.DATA.SMfilename2withtoken 

 

Mail counter represents the number of mails opened and attached with Zoe 

request from outlook index. 

 

Return codes: 

Code: Message 

139: User Name or Password Decryption Error 

140:  Invalid Number of Request Parameters 

141:  Invalid Inquiry Request, Either username or token must be supplied 

143:  Invalid Request Parameter 

145:  Zoe is busy handling another request. Please Try After sometime. 

138:  Token Not Found 

 
Format of Successful Return List:   0|~|Token|~|URL 
First format of Faulty Return list:  Code|~|token|~|Message  
Second format of Faulty Return list: Code|~|Message 
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GW API Return Codes (Common to All above Zoe Services): 

Following are some additional 1MAGE returned error codes which will be returned to 

Zoe client app by the Zoe service. 

3 ï Login incorrect 

Alert the message to client and abort the process and ask him do he want to re-init 

Indexing. If he clicks yes, start indexing process a new. If he clicks no abort the Zoe 

client.  

 

27 ï Connect call failed 

It means there is some issue in connectivity caused by either network or server is down. 

In this case kill the process to go further and alert the return msg. delete the token from 

file. 

 

304 ï Licensed number of users has been reached 

It means the 1MAGE license for the user has been reached at max. Just alert the returned 

message and abort the operation. 

 

137 = no data returned 

This means there is no data for the client. In this case alert the returned message along 

with some additional text message showing that he is not authorized to work on 1MAGE 

server. Abort the operation. Delete the token from file 

  

143 = cannot read record in 1MAGE.CATC 

Same as 137 return code. 

 

 

Following steps are needed to call Zoë service(s) in any application on any platform. 

 

Note: 

To use Zoë Index service in any language the client application must have MTOM 

support. For example to develop .Net index clients you have to install WSE3.0 to enable 

MTOM support in .Net. 

   

Step-1: 

To access/interact Zoë services in any application on any platform one must have to add 

web reference of that particular service first using WSDL URL of that service. Since 

WSDL URL is the main end point to get connected with a service. Each programming 

language has its own support to call web service. So it can be done easily by the 

programmers. 

 

Step-2: 
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Once service reference is added in the client application you will get the publically 

exposed web methods of the added service in your IDE. All modern IDEs support 

IntelliSense facility. 

If IDE does not support IntelliSense, you can trace the callable (publically exposed) web 

methods by running WSDL in IE:  

Call this method with the web service added reference object and pass the request strings 

in specific parameter positions.  

If the client application wants to enable encryption/decryption for username/password he 

can use DES algorithm with a common key value to encrypt them.    

 

Now we are demonstrating this process at code level both in .Net and JAVA. For 

indexing process, we are using .Net client code and for Inquire process, we  are 

using java code. 

 

Example 1 ï calling indexing Zoë service in .Net 

 

 

Open Project and expand project and right click on Web References and click on Add on  

 Add Web Reference as shown in screenshot given below. 

 
 

Enter address of the Web Service in URL dropdown  (example 

http://122.160.133.134:8080/v1a4.0/services/ZoeFileUploader?wsdl ) and click on Go 

button following screen will appear. 

 

http://122.160.133.134:8080/v1a4.0/services/ZoeFileUploader?wsdl
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) 

Enter name of web service in Web Reference Name (For example ZoeFileUploader) 

and click on Add reference. Name of Service will be added under Web References. 

As shown below  

 

 
 

 

Repeat same process to add another Web service (For Example ZoeIndexService) 
http://122.160.133.134:8080/v1a4.0/services/ZoeIndexService?wsdl ) 

 

 

http://122.160.133.134:8080/v1a4.0/services/ZoeIndexService?wsdl
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Following Screen will appear 

 
 

 

Finally ZoeFileUploader and ZoeIndexService services are added under  

Web References as shown below. 

 

 
 

 


