DRAFT

WHITE PAPER
Calling Zoe Services inThird Party Applications
(Revised on:Jan 25, 2010

Overview:

Z0é€ (or Zoe)is an extension of the 1mayelA (View 1mages Anywherérowser
application that goes beyond the simple display or circulation of dexisnm several of
todayods p o pZoEisawelbservicg swnming under the Tomcat Apache web
service engine, developed to assist clients to image enable their business or personal
software applicationsZoécan easily and securely retrieve andex documents without

|l oading programs on their | ocal PCb6s but
Explorer), FireFox or Safari. Programs written in technologies including .Net, Java,

PHP, and ASP (browser apps) can call the poweréliiservice ands a result obtain
documents, from or placed, into the 1IMAGE DMS (document management system).

“istart | ®Deleteditems... '@ MyDocuments | @ White Papero,.. /1

IE display of plication

Image Enabled MS Office

With the initial release aZo€é 1MAGE has prepackagefbelndexcomponents as a
download into MS OfficapplicationsjncludingWord, Excel, Outlook and PowerPoint
for XP, Vista, MS Office 2003/Q7Zoéas a result of the downlogdlug inautomatically
places th&Zoé Index button on the MS Office tool bar that allows users of those
applications to simply atk on the button to index a document directly into the 1IMAGE
DMS.

At the start uzoéwill perform log in and password authentication to make sure that the
security of the system is maintained. Once established the user can save any MS Office
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originaied document directly into theMIAGE DMS repository, no matterthes er 0 s
locationasit is all done viaveb services

Zoésupport of Outlook allows the user to eith
message and any attachments, if applicable, wsthgde selection oZoé& In this mode

the LIMAGE DMS has been predefined to automate the indexes of the Outlook email to

further save the user time and to ensure accurate indexingerhtikfile. When the

user retrieves the archived emailough V1A theuser can sort and select the emails

according to any of the index keys; i.e. date and subject using the V1A display list. If the
predefined index keys are not sufficient an unlimited number of keys maybe éreated

1MAGE DMSto further pinpoint the emil desired. In fact the whole text message can

be cut and pasted into an index key for fusgarch optiond; t 6 s t hat power f ul
) 1 " BE]

Message | Add-Ins 7

(@) zge index
™ Asm as Adobe PDF
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Email to be saved by Zoe
Beyond MS Office, otherZoé Services

‘s start

Zoégoes beyond the task of integration of MS Officplaations. In fact, the reason

1mage prepackagetbéin MS Office was to demonstrate the power of image enabling
third party technology. 1mage is committed to continue offering oéempowered
applications The same power that is offered Bpé servicesin MS Office applications

can be used by any programmer to embed Zoe into any application that the user chooses
to image enable. To assist in becondiog knowledgeable 1mage has put together a

series of examples for deployment in .Net, Java, PHIRN&b applications

Forany user includinghe SaaS useZoécan become extremely powerful, in that it will
allow anyone anywhere to save documents to the 1IMAGE DMS simply by using the
email capability. What this means is that any user who has docessultifunction
device/printer could email any document and then index them as an email or as the
attachment into their own archive, simply and very inexpensively. WitAdBénquiry
app loaded on the users desktop any document previously satedairthive can be
accessed.

SpecificTechnical deployments
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There are three services knownZag services with V1A asZoéserver side presentation
applications. All these (services and V1A) are collectively referretbéserver
components.

All the services are physically inside V1A services fol(ldease refer the V1A
deployment.doc)

All theseZoéservices/web services are developed using apache axsis2/JAVA web
service engine.

We have developedoéservices as web servise that it can be catl from any client
application developed in any language having support of SOAP based web service calling
capabilities.

For this releaseZoéservices arbased on single server oriented architecture. It means all
the three services along with V1A mustdeployed at one server. Multi server support is
on holdfor future release

To synchronize&eommunication and avoiding multiple logifeg multiple requests from
different client applications we are using unique token id both at client side and server
side.

Token managanent

A client Pc may have severabéclients( e. g. right cliénk fASendToo,
outlook addin, various inquire clients etojhich canaccess one or mo#né services

one by oneZoéserver returns a unique token Id to themliapp after login

authentication at first request. Then that client application stores it in a token file for
further clienti server communications. Now this client or any other client application can
communicate with any of théoé services using thitken till theIMAGE DMS server
connection timeout occurs dpé DMS server geb restarted. Currently 1MGE DMS

server connection timeout is 1 hour. It means if no request codwEerver for one

hour the connection will be closed sir®é server hano alive connection witthe

1MAGE server for 1 hour (1MGE connection timeout period).

If connection is closedmal client app has made request with old tokeéserver will ask
client for relogin (Client application produces a dialog for login detailbé input incase
active directoryusdrd doesnodot exists). User fgitll s the
to concerning service which will authenticate WitMAGE server; if login is successful
ZoéService semsinew token to the calling client apphen client app will flush out the
previous token value and save this new value back in the token file. Thereafter further
communication will continue.

Note:

There is one token for each client PC not client application. That is 1:1 relationship
between usr PC andZoéserver. All the client applications existing on a particular user
PC will share the same token.
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Since there is a file based client side token management feature these services can be
operable by desktop/thick client/legacy systemsabemnot useful for web applications
because web applications can not manage files residing on a local drive without user
intervention. Web applications will be includedh a futureZoérelease.

Client Machine Tomcat Server 1IMAGE DMS
Token | 1MageServer | Lock
Client appl id | APIInstance
Client app2
e
ClientappN \ ¥
o ™ AL
PC1 S ol
o
Client app1 Z0é Servic
Client app2
V1A
é
ClientappN

Encryption/Decryption of Login details

Zoésupports encryption/decryption (DES based symmetric ocgyapdhy of LIMAGE

Login details (username and password). Client apps can send the logininletails

encrypted form

And Zoéservice will decrypt them before sending for login authentication IWAGE

server.

However login details encryption/decryption is optional. If client application is designed

in such a way that it logihdetalsitcdan seméathemint o send e
normal textual form t&@oéservices.

There isa new flag namedncryption flags added in all request$he possible values

are 0 or 1. If O is sent then tEeéservice will understand that the user credentials are not
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encrypted and treat them normally. If 1 is passed service will understand that they are
encrypted and do decryption before sendingdaher operation

Client appencryptsthe username and password using symmetric cryptography and then
encodest in base64 encoding to transform in textual form and add in request format.

Using Zoé I nquiry as aprepackageSolution:

Within the provided Zoelnquiry program, 1mage offers the integrator options to image
enable a Windows application. The first option which esgimplest approach is
discussed in the following paragraphs and the second option allows the integrator to
create their own implementation.

Using Zoé Inquiry Program Option #1

For purposes of demonstrating the us&€o& Inquiry aproprietary application system

was chosen (known as Servman) that uses a unique programming language referred to as
ALIi ke C or LCo. The commands outlined
demonstrates the simplici tbhyas efbgramnmaang en a
language be it Visual Basic, C#, Java, etc. In both examples, the Servman application
was image enabled with a simple ordine command There are two methods to

retrieve images, one provides for manual input and the second method pfovithes
autoentry under program control.

bel
bl

Method #1 (Opens Zoé Inquiry ServicePrompt Box To Perform Manual Search)

To perform an image search in which the wuser
Al ndex key code and k eup bod, @xeaite the following a pr om
command:

runpr og r\Rragran Fil€image SoftwalgoeClientZ oel nqui re. exeo0) ;

Thi s command runs t he Zoelnquirebaxedoprogr
Senman application.

Method #2 RECOMMENDED(Calls Zoé Inquiry Service To Automatically Search
For Images ORD, SVC and WON are variables that are unique to Serusech for
demonstration purposes.

To perform a search in which Zoe is passed
and key datao t o e]ekenuternhe folowinggommant: dat a entry

runpr ogr\Rrogran #ilE€dmage SoftwaréZoeClientZo el nqui rfie.f8 x e o0 +
AORD, SWCan WONRN + e>ordeh do);

Thi s command runs t he Zoelnquir ebaexedoprogr
program.
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Alsoincided i n the command st aretwogrgunentse Thet he A .

first is the document types AORD and SVCO0O se
The second argument is the index key code 0
index key data contained in géhServMan filename f i el dname variabl e
>order _noo in this example).

The LC character fA+0 is the c¢ompmcoatsehnoautled cbhea

read as identifying a variable as a file name and field name.

1lmage recommends the use tbé above method #2, to become familiar witle
processes associated withe ease inmage enabhg a third party application usinghe
Zoé Inquiryprepackaged programOnce masterethe integratormay want to proceed
with the services outlined ingflon 2 below.

Z0é Service Detailsfor Release 1: Option 2

Following aredetails of all thre&€oéservices:

1. ZoelnquireServicei
This servicds intended for processifigMAGE inquire requests.
Web methodi this service consists only oveeb method nenedZoelndex
(request)
RequestFormat 1 Anatomy of request parameter this service is given below,
request parameter to Zoelnquasvice contains five values separated with
ZOE.DATA.FM to initiate request to Zoe servé&wurther, the type codes & key
data pairs are separated from each other #@k.DATA.VM. Multiple type
codes are separated WEODE.DATA.SM. Multiple key data pairs are also
separated wit OE.DATA.SM.
Encrypted (if applicable) usernard®E.DATA.FM Encrypted (if applicable)
passworcZOE.DATA.FM tokenZOE.DATA.FM doc typesZOE.DATA.VM
key~data pairdOE.DATA.FM encryption flag

uYW5zvap5+I= ZOE.DATA.FM 0zd9FRnRSXc=ZOE.DATA.FM
12500873497220E.DATA.FM MEMOZOE.DATA.SM SUB1IZOE.DATA.V
MFROM~PATZOE.DATA.SM TO~RAZOE.DATA.FM 1

OR

imageZOE.DATA. FM4tun8ZOE.DATA.FM 1250087349722Z0E.DATA.FM
MEMOZOE.DATA.SM SUBIZOE.DATA.VM FROM~PATZOE.DATA.SMT
O~RAZOE.DATA.FM 0

Casel: when active directory username will be sentMAGEDMS login along
with other required data to execute a desired search operatithhout encrypted
username & password
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i.e.usernameand(Type, key data)

e.g.-

imageZ OE.DATA.FMZOE.DATA.FMZOE.DATA. FMMEMOZOE.DATA.
VM TO~RAZOE.DATA.FM 0

Case2: If username and password both supplied then,

i.e usernamegyasswordand(Category, Type,key data)

e.g.-

imageZ OE.DATA.FM 4tun&OE.DATA.FMZOE.DATA.FM MEMOZOE.DA
TA.VM TO~RAZOE.DATA.FM 0

Case3: If alive token is supplied,

i.e. usernamefield=blank, passwordfield=blank, Token and(Type, key data)
e.g.-

ZOE.DATA.FMZOE.DATA.FM 125008734972Z0E.DATA.FM MEMOZOE.
DATA.VM TO~RAZOE.DATA.FM 0

Case4: If username and/or password or token is supplied with multiple data,
i.e.username password Token and multiple (Typesandkey data)

e.g.-

imageZ OE.DATA.FM 4tun&OE.DATA.FM 125008734972Z0E.DATA.FM
MEMOZOE.DATA.SM SUB1IZOE.DATA.VM FROM~PATZOE.DATA.SMT
O~RAXZOE.DATA.FM 0

Encryption flag This field is positioned at number fifth in request parameters
and denote whether username & password have been encryptedifit rot.
found t o be f lpooceeds tuecnpttde® Btheswese note This
field has same effect in both Zoe Inquire & Zoe Index services.

Return codes:

Code: Message

139:User Name or Password Decryption Error

140 Invalid Number of Request Parameters

141 Invalid Inquiry Request, Either usernamretoken must be supplied
142 Invalid Inquiry business data

145: Zoe is busy handling another request. Please Try After sometime.
138: Token Not Found

Format of SuccessfuReturn List 0|~|Token|~JURL
First format of Faulty Return list: Code|~|token|~|Message
Second format of Faulty Return list: Code|~|Message

Response Model
Thisrelease service handle responses in three was/$ollows

1 If IMAGE serverresponses against a particular inqueguest contains non
PDF convertible documents tha custom V1A URL will be sent bati the
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calling client appClient app must open a browser and run this URL. V1A
search pagehtt list for the supplied keys) will appear directly.

~ :z V1A Key Entry :: - Windows Internet Explorer e ] =3 &1
& - |mhttp://images. 1mage.com:8080/v1a/userController w42 Al
o! - [0 W SEARGH wow - o @0 R0 2@ - @B BB = &% - SIE AT
Google ~|*BSearch - g0 - [ k- - ¥y Bookmarks- * “, - @drdeyo...
File Edit View Favorites Tools Help
{5 g |mm i VIA Key Entry i ] f + B # - [Page~ @ Tools v @~
Keys @ %, Text Search '@
| co |
® or
elpocumer client y——
Il ) s Rl
> JOE_  |KELLY [893
! ‘.W 1 SMITH [IONES |[FRONT [2008 1 TIF
' b | 4 1 . St loNES |FRonT 2008 . i
1O |KELLY |[a03
> JOE  |KELLY [893
' k) | 208 2 ! SMITH ONES |rRoNT [2908 I L
Y J0E_ [KELLY [893
[ S L JoE __IkELLY 893 ..o . e

[ ® Inbox - Micro... | ™ My Documents | @ White Paper ...  /~ :: V1A Key En... 4:_,@-‘-‘- 1:49 PM

V1A Hit List

1 If there is only one document of roffice theIMAGE repository URL
address will be sent to client app so that it can be downloaded.

1 If there are one or more documents and all are convertible to PDF then the
service will convert all into single PDF using <CPDF> andigba URL of
repository to client app tdownload.

1. ZoeFileUploaderi
This service is used to upload file during indexing process. Actually Zoe indexing
is carried out with the help of two servidesne for file uploading and one for
doing other related operations like authentication BMAGE server work
around. This service is responsible to upload the files in a temp directory (using
MTOM) on the web server. Thereafter second service will initiate V1A with loads
of required information and V1A indexed that file with specific key information
to IMAGE DMS server.
Web methodi this service have only one web method nasitachment.
RequestFormat 1 since files are uploadedsing MTOM support so any MTOM
enabled client App can send one file at a time using this method. File data must be
encoded irbase64 encoded.
Return codes:
Code: Message
142 Invalid Filename

Format of Successful Return List 0|~|Filename
Faulty Return list - err. Code|~|Message

2. ZoelndexServicei
This is the second servigéhich is being called by client app only after gegt
the successful return message from up loader service (described above).
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The successful return message of uploader service will @¢-jfilename
format.Where 0 is the return code for successful uploading and the file name is
upl oaded FitfdleitGhsowsnan axeeption which will be handled by
client app and properly formatted message will be shown to user.

Web methodsi There are two web methods in this service one is for normal
indexing and other is for outlook adlilindexing (mailindexing).zoelndexand
zoeOutLookIndex respectivelyAll indexing client Apps (except outlook mail
indexing addin/client) will use zoelndex We have separated mail indexiiigm
the rest because of its easy maintenance and diverse request parameter.

RequestFormat for zoelndexi Anatomy of request parameter for this service is
given below, request parameterzteelndexcontains five values separated with
ZOE.DATA.FM to initiate request to Zoe server.

UserNamZOE.DATA.FMPasswordOE.DATA.FMTokerzOE.DATA.FM
uploadedilename& OE.DATA.FMEncryption flag

ImageZOE.DATA.FM4tun&OE.DATA.FM34434555430E.DATA.FMReadM
e_1256455844.t@dOE.DATA.FM 0

Return codes:

Code: Message

139:User Name or Password Decryption Error

140 Invalid Number of Request Parameters

141: Invalid Inquiry Request, Either username or token must be supplied
145: Zoe is busy handling another request. Please Try After sometime.
138: Token Not Found

Format of Successful Return List O|~|Token|~|URL

First Format of Faulty Return list - err. Code|~|token|~|Message
Second Format of Faulty Return list - err. Code|~|Message

RequestFormat for zoeOutLookIindexi Anatomy of request parameter for this
service is given below, request parameteraeOutLookindex containsseven
values separatedith ZOE.DATA.FM to initiate request to Zoe server.

UserNam@OE.DATA.FMPasswordOE.DATA.FMTokerZOE.DATA.FMuploa
dedfilenameZOE.DATA.FMEncryption flagZOE.DATA.FM(Detailed) Mail
DataZOE.DATA.FMmail counter
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Example:

ImageZOE.DATA.FM4tun&ZOE.DATA.FM34434%554% OE.DATA.FMReadM
e_12564558441sgrzipZOE.DATA.FMOZOE.DATA.FM (Detailed) Mail Data
String ZOE.DATA.FM2

Details of Mail Data String: -

From lisZOE.DATA.VM To listZOE.DATA.VM Subject
listZOE.DATA.VM DatelistZOE.DATA.VM File name list

Fromlisti Al | From a&lso df selected mailareseparatedavith
fiZOE.DATA.SMoin sequence of selection of mails.

Tolisti Al Toids0 of s e | aesdpaadedvinaZOE.BIATA.SMoiIn
sequence of selection of maidso multiple iiTo ids of a mail will be separated
by~-0A from another.

Subiject listi All mails subjects separated BYOE.DATA.SMo

Datelist i All mails dates separated BYOE.DATA.SMo.

File name listi All mail file names of all selected ma#dseseparated by
fiZOE.DATA.SMo.

For Example:-
vaibhav.arya@otssolutions.c@@E.DATA.SMrajneesh.kumar@otssolutions.co
MZOE.DATA.VM rajneesh.kumar@otssolutions.com~rajesh.chaudhry@otssoluti
ons.conZOE.DATA.SMrajesh.chaudhry@otssolutions.com~hemant@otssolution
S.conZOE.DATA.VM [Auto Index StatufOE.DATA.SMRegarding Zoe
UpdateZOE.DATA.VM 10/16/200ZOE.DATA.SM10/15/200Z0OE.DATA.V
MfilenamelwithtokeAOE.DATA.SMfilename2withtoken

Mail counter represents the number of mails opened and attached with Zoe
request from outlook index.

Return codes:

Code: Message

139:User Name or Password Decryption Error

140 Invalid Number of Request Parameters

141 Invalid Inquiry Request, Either username or token must be supplied
143: Invalid Request Parameter

145: Zoe is busy handling another request. Please Try After sometim
138: Token Not Found

Format of Successful Return List: 0|~|Token|~|URL
First format of Faulty Return list: Code|~|token|~|Message
Second format of Faulty Return list: Code|~|Message

Zoéand V1A are copyrights of 1mage Sw¥are, Inc. 2009 PagelO



GW API Return Codes (Common to All above Zoe Services):

Following are some additiondaMAGE returned error codes which will be returned to
Zoe client app by the Zoe service.

37 Login incorrect

Alert the nmessageo client and abort the process and ask him do he wanirnd re
Indexing. If he clicks yes, start inkiag process a new. If he clicks no abort the Zoe
client.

2771 Connect call failed

It means there is some issue in connectivity caused by either network or server is down.
In this case Kkill the process to go further and alert the return msg. delet&ghdrom

file.

30471 Licensed number of users has been reached
It means thdMAGE license for the user has been reached at max. Just alert the returned
messageand abort the operation.

137 = no data returned

This means there is no data for the cliemthiis case alert the returne@ssagealong
with some additional text essageshowing that he is not authorized to worklIdWMAGE
server. Abort the operation. Delete the token from file

143 = cannot read record in 1IMAGE.CATC
Same ad.37return code

Following steps are needed to caté service(s) in any application on any platform.

Note:

To useZoéIndex service in any languagiee client application must have MTOM

support. For example to develop .Net index clients you have to install WSE3.0 te enabl
MTOM support in .Net.

Step-1:
To access/intera@oéservices in any application on any platform one must have to add

web reference of that particular service first using WSDL URL of that sefsicee
WSDL URL is themainend point to get connesdwith a serviceEach programming
language has its own support to call web service. So it can be done easily by the
programmers.

Step-2:
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Once service reference is added in the client application you will get the publically
exposed web methods of the addedvice in your IDE. All moderiDEs support
IntelliSensdacility.

If IDE does not suppothtelliSenseyou can trace the callabpublically exposed) web
methods byunning WSDL in |IE

Call this method with the web service added reference objectaasdipe request strings
in specific parameter positions.

If the client application wants to enable encryption/decrydgiomisername/password he
can use DES algorithm with a common key value to encrypt them.

Now we are demonstrating this process atde level both in .Netand JAVA. For
indexing processwe are using .Net client code and for Inquire processwe are
using java code.

Example1i calling indexing Zoé service in .Net

Open Project and expand project and right clickMab Reference andclick on Add on
Add Web Referenceas shown in screenshot given below.

slule] 18] x]
Wiews Project  Build Debug Data  Tools  Window  Community  Help
Egﬁ|a¢£‘gﬂ|lﬂlvtﬂvv|503bug - any CPU v|mapplication0bject v|@§@j@ﬂﬂv_

Solution Explorer - Solution ‘Zoelndexer' (1., « B X

m Solution ‘ZoeIndexer' (1 project)
=- @ ZoeIndexer
- [=d| Properties
- [+d] References
Sl \'cb References
& ZDBF“EUPr Add Web Reference. ..
@ Zoelndex
bin

ahij
- [ Zoeclass

‘-‘,Q Zoelndex|

|§ app.config Renarne
- Login.cs
[ MsgTest.cs
----- % mssccpri.sco

----- '{Q Zoelndex.cs

sau0teg uognjosg E:' ~

Cut

Copy

Paste

B

i}

Properties

Enter address of the Web ServicaJRL dropdown (example
http://122.160.133.134:8080/v1a4.0/seegtZoeFileUploader?wsjiiand click onGo

button following screen wildppear.

Zoéand V1A are copyrights of 1mage Swfare, Inc. 2009 Pagel2


http://122.160.133.134:8080/v1a4.0/services/ZoeFileUploader?wsdl

Add Web Reference 2lx]

Navigate to a web service URL and click Add Reference to add all the available services,

Osack O |l & &

IJRL: Ihttp:,l',l'122.160.133.134:SDBD,I'zoevla,l'services,l'ZoeFiIeUploader?mj led Go

nzoeFileUploader” D R ;I Web services Found at this URL:
oerlieUploader escription 1 Service Found: <]

Methods - ZoeFileUploader
m  attachment { AffachmentReguest s AttachmentType ) s string

‘Web reference name:

ZoeFilelploader|

| Add Reference I

LI Cancel |

)

Enter name of web service Wieb Reference NaméFor exampleéZoeFileUploader)
and click on Add reference. Name of Service will be added uheédr Reference.
As shown below

I =0

- | [ applicationCbject - | l@ =Y 3

[; Solution 'Zoelndexer' {1 projeck)
= (=f] ZoeIndexer

- [3 app.config
Login.cs
M=gTesk.cs
I mMssCcCcprij.scc

- ] Zoelndex.cs

Repeat same process to add another Web service (For ExzoejhelexService
http://122.160.133.134:8080/v1a4.0/services/ZoelndexService?wsdl )
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http://122.160.133.134:8080/v1a4.0/services/ZoeIndexService?wsdl

Following Screen wilappear

Add Web Reference B

id pd
Mavigate to a web service URL and click Add Reference to add all the available services.
Qe © | d & &
URL: | http:/f192.168.1.6:8080/v1a4.0/servicesjZoelndexService?wsdl L‘ k] Go
T R [ = _:J Web services found at this URL:
ZoelndexService" Description .
1 Service Found: ]
Methods - ZoeIndexService
n zoelIndex { mainsining As string ) As string
m zoeOutLookIndex { manstning As string ) As string
k]
Web reference name:
ZoelndexService

Add Reference I

J-4]

Cancel |

Z

Finally ZoeFileUploaderandZoelndexServiceservicesare added under
Web Referencess shown below.
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